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INnternet

« interconnected networks - verejne dostupny celosvetovy systém
vzajomne prepojenych pocitacovych sieti
« Spolocné znaky: prepinanie paketov, Internetovy Protokol

https://www.submarinecablemap.com/

Barrett Lyon / The Opte Project (2015)
Visualization of the routing paths of the Internet.
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:T Advanced Research Projects Agency Network

 Prva sprava — UCLA a SRI (29.10.1969, 22:30) - 50 kbit/s
« Interface Message Processor (IMP) — uzly pre pripojenie
« InSpirativne vyskumné siete: NPL (UK), CYCLADES (Fr.)
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https://www.ezd.sk/pcpi/index.php

World Wide Web

 Hypertextovy systém pre prehliadanie dokumentov (webstranka) na
Internete — ,,celosvetova pavucina hypertextu*
« Tim Berners-Lee (CERN, 1991) - http://info.cern.ch/

- Moderny Web:
« uzivatel tvorcom obsahu
- personalizacia
« intuitivna interakcia

« Sluzby:
- Wiki, Blogy, E-mail
- Socialne siete a Cetovanie
« Zdielanie stiiborov,
fotografii a videi
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- Pocitacové vyuzitie odkazov na prepajanie Casti textov alebo navzajom

suvisiacich prvkov textu — hypermédia
 Nelinearne myslenie, prepojenia navzdy vSetkého, vzajomné vztahy
« Vaneever Bush (Memex, 1945), Ted Nelson (Xanadu, 1965)
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HyperText Markup Language

« Znackovaci jazyk pre Strukturovanie webovych stranok (CSS, JS)

<!DOCTYPE html>
<html>
<head>
<title>Webova stranka</title>
<meta charset="utf-8"/>
</head>
<body>
<h1>Najkrajsie maciatka</h1>
<p>Vela Tudi oblTubuje <b>roztomilé veci.</b>
Pridajte sa k nim a podelte sa esSte dnes o svoju
najmilSiu
<a href="https://en.wikipedia.org/wiki/Cat">macku</a>
</p>
<img src="kitten.jpg" alt="Macdicka" height="200"/>
<br/>
<h4>Dovidenia</h4>
</body>
</html>

Webova stranka - Mozilla Firefox

Webova stranka X | +

= G i) filewishome/miros e @ 77 L »

Najkrajsie maciatka

Vela ludi oblubuje roztomilé veci. Pridajte sa k nim a podelte sa
este dnes o svoju najmil$iu macku

Dovidenia



Komunikacny protokol

« Pravidla na vvmenu dat a spravu spojenia medzi entitami
komunikacného systému (konvencia, Standard)
« Riadi syntax, sémantiku a synchronizaciu komunikacie

A = s
Eemunnm
Comsmmn
Demuen
E =

F emems s
G on T
Hummm U
| == v
J = oo e e
K = u s
Leeman

N -

Morseova abeceda
1) Bodka

2) Ciarka

3) Medzera pismena
4) Medzera slova

ov

+5V
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1 11

Start Bit Parita  Stop Bit
(vZdy 0} (parna) (vZdyv 11

Data (8 bitov)
01001101 =M

UART + ASCII

1) Rychlost prenosu (bit/s)

2) Parita (Ziadna, parna, neparna)
3) Pocet bitov (Start, stop, data)



HyperText Transfer Protocol

« Protokol pre vymenu hypertextovych dokumentov (v HTML)

Poziadavka (Klient)

GET /index.html HTTP/1.1
Host: example.org
User-Agent: curl/7.47.0
Accept: text/html

Metody:

- GET, POST, PUT, PATCH,
DELETE, HEAD, OPTIONS

Hlavicky, Kody odpovede:

 https://httpstatuses.com/

Odpoved (Server)

HTTP/1.1 200 OK

Content-Type: text/html

Date: Sun, 01 Jul 2018 15:54:15 GMT
Server: Apache

Content-Length: 1270

<!doctype html>
<html>
<head>
<title>Example Domain</title>



Na S Zé\@il/ —HTTPS trreetisssy

W HTTPS - Wikipedia i
<« @ ¢ @& nitps//enwikipedia.org/wiki/HTTPS ° MOtiVI autentifikécia WebStrénky
a0 @ crvikipediaorg 5 - Posielanie za$ifrovanych dat po
7. il ; Secure Connection
7 Q v . ,
= } R neizabezpecr}om spojeni
WIKII;EDIE ‘;t:tlr:;:;::t granted this site any special ) Doverlhodne podplsane
The Free Encyclopedi ' | - ’ .
i . certifikaty X.509 (RSA public key)
Main page HTTPS (also called HTTP over Transport Layer Security [TLS],[

Contents

Vytvori sa symetricky session key
Ciartr;n-id;:::nt Security, or its predecessor, Secure Sockets Layer. The main moti (AES) _ V-S',mena (DHE)

Random article data.

computer network which is widely used on the Internet. HTTPS

Donate to Wikipedia In its popular deployment on the internet, HTTPS provides authe

el s the-middle attacks. Additionally, it provides bidirectional encrypt

* Connected to stuba.sk (147.175.1.60) port 443 (#0)

* found 148 certificates in /etc/ssl/certs/ca-certificates.crt
* found 604 certificates in /etc/ssl/certs

* ALPN, offering http/1.1

x SSL connection using TLS1.2 / ECDHE_RSA_AES_128_GCM_SHA256
server certificate verification OK

server certificate status verification SKIPPED

common name: www.sStuba.sk (matched)

server certificate expiration date OK

server certificate activation date OK

certificate public key: RSA

* % ok ¥ % X



Uniform Resource Locator

- Strukturované oznacenie pouZivané na presné oznacenie zdroja
na internete

https://max:muster@www.example.com:8080/index.html?p1=A&p2=B#resource
\___/ ./ \____/ _____________ / \__/\_________ /N ___ /N ____ /
I I I I I I I I

Schéma | Heslo Doména Port Cesta Query Fragment
Uzivatel

https://www.google.com/search?g=hypertext
https://sk.wikipedia.org/wiki/Bratislava#Dejiny
http://www-03.ibm.com/ibm/history/ibm100/us/en/icons/fortran/breakthroughs/

http://slovniky.korpus.sk/?w=hypertext&c=P9d48&d=kssj4

RFC 1738




Domain Name System awsea

Internet Assigned Numbers Authority

 Hierarchicka distribuovana databaza
nazvov pocitacov v sieti (Doména - IP)

RIPE &
WNCC

i : . C)APNIC
ru.wikipedia.org.

([ com ) org ][ net J[ p ]

) nslookup wikipedia.org
« A zaznam (IPv4)
(wikipedia] [ fsf ] { ] 91.198.174.192

« AAAA zaznam (IPv6)
Lesb J( o J[ . ] 2620:0:862:ed1a: : 1

“Where' wikipedia.org?® root 2
iere's i wiipedin org?> " namesener | 1984104 o PTR z4znam (reverz)
W' ' 192.174.198.91.in-addr.arpa

org. 204.74.112.1 Sl .
nameserver - text-1b.esams.wikimedia.org

DNS lterator

wikipedia.org.

207.142.131.234
nameserver

RFC 1034



Vyvojarské nastroje (F12

@ LI Prieskumnik Konzola [ Ladenie {} Editor3tjlov (@ Wkon ok Pamat = Sief & UloZisko H-B 3 @& 0 & x
[ T HTML €SS J5 XHR Pisma Obrazky Média WS Dalsie [ Trvaly protokol [l Zakazat vyrovnavaciu pamat _ 3]
Stav Metdda 5 Do Pritina Typ Prenesené Velkost Hlavicky ~ Cookies  Parametre  Odpoved  Casy  Vypis zasobnika

(g€ Jedna poziadavka

£a ex..document  html

Preneseng 1,24 KBz 952 B Hotovo: 113 ms

Hlavitky Cookies  Parametre  Odpoved Casy  Vypis zasobnika
Blokované: I . 5398 ms
Rozpoznanie DNS: . 498 ms
Pripajanie: B . 159 ms
Naviazanie TLS: B . 230ms
Odosielanie: | ~ Oms
Cakanie: B . 708 ms
Prijimanie: I . 490 ms

@

DOMContentLoaded: 242 n

Adresa poZiadavky: http://example.org/

Metdda pofiadavky: GET

Vzdialend adresa; 93.184.216.34:80

Stavovy kéd: @ 200 0K (3 Upravitaznova odoslat  Nespracované hlavick

Verzia: HTTP/1.1

b Hlavicky odpovede (346 B)
= Hlavicky poZiadavky (445 B)
Accept: text/html,application/xhtml+xm...plication/xml;g=0.9,*/*,q=0.8

Accept-Encoding: gzip, deflate
Accept-Lanauaae: sk.cs:o=0.8.en-US:a=0.5.en:a=0.3

Hlavicky Cookies Parametre Odpoved Casy  Vypis zasobnika
Verzia protokolu: TLSv1.2
Sifrovacia mnoZina: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256
Skupina pre vymenu klGov: P256
Schéma podpisu: RSA-PKCS1-SHA256

Server tools.ietf.org:

Certifikat:
Vydany pre
Beiny nazov (CN). * tools.ietf.org

Organizacia (0): <nedostupné=



Miroslav Hajek
Ulicova 10
921 03 Mestecko

Pani Novakova
Zakrutova 31
956 88 Dedina

Multipurpose
Internet

Mail
Extensions

RFC 822
RFC 2046

Transfer

Protocol
RFC 5321

- lektronicka posta (email

From: Miro <hajek@server.sk>
To: Teta <novakova@pocitac.net>
Subject: Pozdrav

Date: Mon, 8 Mar 2010 19:55:06
Cc:

Bcc:
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary=----

Content-type: text/plain;charset=utf-8

Posialam Vam po dlhom Case pozdravy
z Mestecka.

Office |
Protocol

Internet
Message

Access
Protocol

RFC 3501
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Sequence Number
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Trasmission €Control Protocol

Spojovo orientovany - komunikacia je uvedena a ukoncena

handshakom [SYN, FIN]

Spolahlivy - zachovanie poradia sprav (sequence number),

ich potvrdzovanie [ACK], pripadne znovuposlanie

Fragmentacia a Okna — regulacia zahltenia siete

Jednoduchy nespojovy protokol — User Datagram Protocol

21234567890123456789012345678901

Data |

Source Port

Offset| Reserved

Checksum

Destination Port

Acknowledgment Number

|[U[AIP|R]S|F]
IRICISISTY]I]
|GIKH]TIN|N]

Options

data

Window

Urgent Pointer

Padding

+

+

Client Server
|

-+

-+




Sietove porty

« Cislo ,,schranky“, kde aplikacia prijma/vysiela spravy

512

( 2 spojenie ’

Registrované porty:
http://www.iana.org/assignments/port-numbers

21 -
25 -
53 -
80 -

123 -
143 -
443 -

FTP  (TCP)
SMTP (TCP)
DNS  (UDP)
HTTP (TCP)
NTP  (UDP)
IMAP (TCP)
HTTPS(TCP)

80




Internet Protocol ipv4

« Adresovanie - dorucenie akémukolvek bodu v sieti (internet)
- Fragmentacia a zloZenie dat z/do viacerych paketov

IPv/ adresa (32-bit):
01011110.10000010.00001000.00111100
Ox5E82083C

Protocol Data Unit (PDU)

©1234567890123456789012345678901 I
B e S L S e I g —
|Version| IHL |Type of Service| Total Length | - 10000 Bytes

Fototototototodtotot-tot-t-F-F-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F+-+-+

| Identification |Flags | Fragment Offset | E

Fototototototodtotototot-totodtotoF-t-Fotot-Fot-F-t-t-F-F-F-t-+-+-+

o . Data
| Time to Live | Protocol | Header Checksum | %-1 New
Fodotodtotodtodt oottt ottt otot ot ottt ototot ot ottt tot-t-+ — >> Protacol Data Units
| Source Address | - 2500 Bytes

(Fragments)
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-4+-4+-+-+-+-+-+-+-+-+-+-+-+-+ Data
2500 Bytes /

| Destination Address |
B e s S Uy iy S S
| Options | Padding |
B S M S i i k. S g i e E




Vrstvy stroja

Vrstvy média

A

Model OS]

Open Systems Interconnection Reference Model (7 vrstvovy)

data vIstva

4 , Y Aplikacna A
Data N P

siefovy proces aplikacii

p A J

4 ’ Y Prezentatna )
Data reprezentacia dat

\_ VAL a kryptovanie J

4 , Y Relacna R
Data komunikacia
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4 Y Transporina h

Segmenty End-to-end spojenia
\_ AN a spolahlivost J
4 Y Sietova N
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4 ’ Y Spojova )
Ramce fyzické adresovanie

\ A (MAC a LLC) y.

4 _ Y Fyzicka A
Bity médium, signal,

< A bindrny prenos J,r'

Data
UDP | UDP
header| data
IP
header IP data
Frame Frame data Frame
header footer

Application

Transport

Internet

Link
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Sietové zariadenia

Fyzicka vrstva (1.)
Repeater (opakovac) — obnovuje degradovany signal
Hub (rozbocovac) — prepédja siete, prenasanie prevadzky

Spojova vrstva (2.)
Switch  (prepinac) — prepdja zariadenia, oddelenie prevadzky

Sietova vrstva (3.)
Router (smerovac) — presmerovava data v sietach

Gateway (brana) — uzol spajajuci dve siete s odliSnymi protokolmi
Default Gateway — router do vonkajsej siete (Internet)

Repeater =

Switch

Hub




P adresa - Podsiete

» Logické rozdelenie pocitacovej siete na mensie Casti
+ Rychlost — smerovacie tabulky, zmensenie zahltenia
+ Bezpecnost — oddelenie skupin pocitacov

+ Jednoduchsia sprava a hladanie problémov

d 34 5 6T 013 3 A 66T 0 12T I3 A4EFT 12 I A

cissa o] T \ . .I-I|Izht|:llll.n-lchld|l LT | | 1000. 127255255255 Masky Sieti:

L L] A: 255.0.0.0
Class B S 18 bits {Node 1D) | 128.0.0.0 = 191.255.255.255 B: 255 . 255 . @ . @
C: 255.255.255.0

LU LT

T Y 21 bits _ 8 Bits (Node D) ] 192.0.0.0 - 223.255.255.255
- Net 1D -
34 85 8 T 01 32 3454 ‘. "2 3 4 5 @ 1 2 3 4 5 4 ]
EEEERE NN | [1]] |
ClassD [« + 1 8] Mukicast Group 1D (28 bits) | 224.0.0.0 - 239.255.255.255
Multicast

1

i z 3
f 23 4 38 7 @12 34 38 F 01012 349 8 8T 91 2 34

Class E 11 11 Rensrved for future une (37 bits)
1 -

| 240.0.0.0- 255.255.255.255

Experimental



Siet - trieda C

IP adresa

IP adresa pocitaca

192.168.100] 23

Siet Host
192.168.100.23 11000000.10101000.01100100.00010111

Maska podsiete  255.255.255.0 TTT11111.1711111171.111711111.00000000

Siet
Host

198.168.100.0 11000000.10107000.01100100.00000000
0.0.0.23 00000000.00000000.00000000.00010111

PocCet hostov: 256 (8-bit)
Z toho:
* .0: Adresa siete
e .255: Spolocna adresa (broadcast)

CIDR (Classless Inter-Domain routing):
192.168.100.0/24



Priklad: Skolska siet

192.168.100.0/24

—

192.168.100.0/26 | 192.168.100.64/26 | 192.168.100.128/26| 192.168.100.192/26

Kabinety, VT1 VT2 VT3
Riaditelna (Dolné poschodie) (Horné poschodie) (Pristavba)

$ ipcalc 192.168.100.1/26
Address: 11000000.107101000.071100100.00 Q0RO
Netmask:

Wildcard: 00000000 . 000000V .00000000.00 111111
=>

Network: 00000.10101000.01100100.00 000V
HostMin: 11000000.10101000.01100100.00 00000
HostMax: 11000000.10101000.01100100.00 111110
Broadcast: 11000000.10101000.01100100.00 111111
Hosts/Net: , Private Internet




\/LSM (Variable-Length Subnet Mask)

- EfektivnejSie rozdelenie siete s ohladom na pocet hostov

netd: 14 hosts hetD: 7 hosts
netC: 2 hosts
netB: 28 hosts netE: 28 hosts
Hetwork

204.15.5.0/24

NetA: 204.15.5.0/27

NetD: 204.15.5.32/27

NetC: 204.15.5.64/27

NetD: 204.15.5.96/27

NetkE: 204.15.5.128/27

unused
subnet 204.15.5.160/27
unused
subnet 204.15.5.192/27
unused
subnet 204.155.224/27

host addresses allocated

[ ] host addresses unused

204.17.5.3212F

204.17.5.64/27

204.17.5.0027

204.17.5.96127

Metwork
204.15.5.0/24

0 %
NetB: 204.15.5.0/27

Netk: 204.15.5.32/27

Neth: 204.15.5.64/28

NetD: 204.15.5.80/28
T3 NetC: 204.15.5.96./30

128

reserved for
future use

204.17.5.128/27

A93

204175192527

204.17.5.160/27



Network Address Translation

« Docasneé rieSenie nedostatku IPv4 adries
- NajcastejSie: preklad sikromnych na verejné IP adresy

Sukromné rozsahy

10.0.0.0/8 Network =~ Ji]

172.16.0.0/12 \\192.168.0.101
N
192.168.0.0/16 N
|

Desktop (Ethernet)

Public IP Address
82.10.250.19

Vyber z rezervovanych:

Localhost(loopback) ' 19216801 =
127.0.0.0/8 Router ™=
ettt Plysiton et
Dok Exhames
Sukromny Verejny NAT preklad sukr.

(B, 3000) <-> (T, 80) (NR, 3000)

I
(A, 3000) <-> (S, 80) | (NR, 3000)
|
(B, 3000) <-> (S, 80) | (NR, 3001)



IPV6

 Riesenie nedostatku IPv/4 adries pre celointernetové adresovanie

 DlhSie adresy: (IPv4) 32-bit — (IPv6) 128-bit

2001:db8:0:0:8:800:200c:417a

ff01:0:0:0:0:0:0:101 =

fe80::38dc:51e2:2dfb:d7ac/64

+ot-t-F-F-t-F-F-t-F-F-t-F-F-t-F-F-t-F-F-F-F-+-+-+
|Version| Traffic Class | Flow Label

e R i S T ST S

T S AT S S R PP Sy Sy Sy A

|
+
|
+
|
+
|

+

|
+
I

+

Payload Length | Next Header

+

Source Address

R e L i SPE S Sy s Sy

ffo1::101
0:0:0:0:0:0:0:1 = ::

1

totototot-t-

+ot-t-t-t-+-

Hop Limit

totototot-t-

+ot-t-t-+-+-

+

+

(loopback /128)
(local link)

Podsiete
/32 - ISP
/48 - firmy

/56 - malé skupiny
/64 - domacnost

e zem: 510 072 000 km?
e IPv6/m*=6,67 x 10%
e IPv4/km? = 8



Eth ernet ieceso23

- Zabezpecuje prepojenie susednych pociacov na (lokalnej) sieti
 Kazda sietova karta ma jedinecnu 48-bitovaa MAC adresu
(Medium Access Control)
 Funkcie:
 Regulovanie rychlosti toku dat
 Kontola chyb prenosu
 Rozdelenie sekvencie bitov do ramcov

Bus
| | | |
©1234567890123456789012345678901
TR T PR SR TR R A PR TR S PR S TR P PR T Y Sk R QT PR R S PR P SR T R [ﬁ] [ﬁ] [ﬁ] [!] [!]

|
48 bits LRI S e +  Lomputer

+

|

+

| Destination Address

S S . i 48 bits +
| Source Address |
R S T S SR R R T R R R S S T R S S S T R P R e e
| Length (16 bits) |
v |
| |
o |
| |
+ +
| |

e T S S S S

Payload and padding (46 - 1500 bytes)

S S g S B S T g S D S s S S S
32 bits CRC

RieSenie kolizii na linke (kedysi a dnes)



*eth0 (ako superpouiivatel)

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

dm @ mMARE Qes=gs[Haqaqq

([ | tcp %] ~| Expression... +
No. Time Source Destination Protocol Lengtt Info
= 10 2.204958068 192.168.100.217 '93.184.216.34 TCP 74 60470 — B0 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK..
12 2.313875692 93.184.216.34 192.168.188.217 TCP 74 80 - 60470 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M5..
13 2.313943862 192.168.168.217 93.184.216.34 TCP 66 60470 -~ B8 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3..
— 14 2.314679392 192 .168.180.217 93.184.216.34 HTTP GET /7 HTTP/1.1
16 2.4236008921 2 93.184.216.34 192.168.186.217 TCP 66 B0 — 60478 [ACK] Seqg=1 Ack=80 Win=144896 Len=0 TSval..
17 2.424402901 83.184.216.34 192.168.1868.217 TCP 1466 [TCP segment of a reassembled PDU]
18 2.424423652 182.168.168.217 893.184.216.34 TCP 66 60478 — BO [ACK] Seq=80 Ack=1481 Win=32128 Len=0 TSv..
- 19 2.424457309 83.184.216.34 192.168.188.217 HTTP 243 HTTP/1.1 260 OK (text/html)
20 2.424470967 182.168.160.217 93.184.216.34 TCP 66 GB478 — BE [ACK] Seq=80 Ack=1578 Win=34944 Len=0 TSv..
21 2.430159610 192.168.10@.217 93.184.216.34 TCP 66 60470 - B8 [FIN, ACK] Seq=80 Ack=1578 Win=34944 Len=.
22 2,.538509584 93.184.216.34 192.168.186.217 TCP 66 80 — 60478 [FIN, ACK] Seqg=1578 Ack=B1 Win=144896 Len..
- 23 2.538647902 192.168.1€6.217 93.184.216.34 TCP 66 60470 — BE [ACK] Seg=81 Ack=1579 Win=34944 Len=0 TSv..

Frame 14: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits) on interface @

Ethernet II, Src: Giga-Byt 7b:ail:14 (@0:16:e6:7b:al:14), Dst: HuaweiTe 69:5d:71 (34:6a:c2:69:5d:71)
Internet Protocol Version 4, Src: 192.168.100.217, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 668478, Dst Port: B0, Seq: 1, Ack: 1, Len: 79

b e .

Hypertext Transfer Protocol

WGET / HTTP/L.

..Host: ww.exa

ple.org. .User-Ag
ent: cur 1/7.47.0
.JAccept @ "ST. ..

Wireshark

(0 ¥ Hypertext Transfer Pratocol (http), 79 bytes Packets: 26 - Displayed: 12 (46.2%) Profile: Default



Nastroj ipconfig windows)

C:\> ipconfig /all
Ethernet adapter Local Area Connection 2:

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection
Physical Address. . . . . . . . . : 00-15-F2-C2-41-DE

Dhcp Enabled. . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. . . . . . . . . . . . :192.168.100.14

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.100.1

DHCP Server . . . . . . . . . . . :192.168.100.1

DNS Servers . . . . . . . . . . . :192.168.100.1



Nastroj ifconfig (inux)

$ ifconfig

enp3s0 Link encap:Ethernet HWaddr 08:60:6e:e6:36:ac
inet addr:192.168.201.40 Bcast:192.168.201.255 Mask:255.255.255.0
inet6 addr: 2a01:390:63:0:84e2:70ad:bc73:8381/64 Scope:Global
inet6 addr: 2a01:390:63:0:60bc:7b1b:a4c1:54f0/64 Scope:Global
inet6 addr: fe80::86e9:9e40:abec:ec9f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1191705 errors:0 dropped:0 overruns:0 frame:0
TX packets:207366 errors:0 dropped:0 overruns:0Q carrier:0
collisions:0@ txqueuelen:1000
RX bytes:262289092 (262.2 MB) TX bytes:74066707 (74.0 MB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:18545 errors:0 dropped:0 overruns:0 frame:0
TX packets:18545 errors:0 dropped:0@ overruns:0 carrier:0
collisions:0@ txqueuelen:1
RX bytes:13383433 (13.3 MB) TX bytes:13383433 (13.3 MB)



Nastroj arp-scan

$ sudo arp-scan --interface=enp3s0 --localnet

Interface: enp3s0, datalink type: EN10MB (Ethernet)

Starting arp-scan 1.8.1 with 256 hosts (http://www.nta-monitor.com/tools/arp-scan/)
192.168.201.1 00:09:0f:09:00:09 Fortinet Inc.

192.168.201.2 00:50:56:a7:34:c7 VMware, Inc.

192.168.201.3 00:50:56:a7:02:e6 VMware, Inc.

192.168.201.4 00:50:56:a7:4b:8a VMware, Inc.

192.168.201.5 00:50:56:a7:07:8e VMware, Inc.

192.168.201.11 00:0b:82:7c:87:77 Grandstream Networks, Inc.
192.168.201.12 00:0b:82:7c:87:75 Grandstream Networks, Inc.
192.168.201.14 50:e5:49:57:7d:c8 GIGA-BYTE TECHNOLOGY CO.,LTD.
192.168.201.17 08:60:6e:e6:37:71  (Unknown)

192.168.201.20 52:54:00:db:34:d3  QEMU

192.168.201.26 90:e6:ba:c2:32:b8 ASUSTek COMPUTER INC.
192.168.201.25 5c:b0:66:d8:72:4e  (Unknown)

192.168.201.28 40:61:86:5e:59:9a MICRO-STAR INT'L CO.,LTD
192.168.201.33 44:d9:e7:90:de:0f  (Unknown)

192.168.201.34 e4:8d:8c:3e:fc:68 (Unknown)

192.168.201.24 7c:2f:80:46:35:13 Gigaset Communications GmbH

121 packets received by filter, 0 packets dropped by kernel
Ending arp-scan 1.8.1: 256 hosts scanned in 1.114 seconds (229.80 hosts/sec).



Topologie sieti
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Ring Mesh Star Fully Connected

v A ¢
O-0-0-0-0-0 ‘XX

Line Tree Bus




Fyzicke prepoje

« xDSL (metalika)

« FTTx (optika)

 Bezdrotovy pristup (WiFi, FWA)
« Kablovy pristup (CATV)
 Satelit

« PLC

« Koaxial (BNC)

 Kratena dvojinka (RJ45)

Optical fibers Metallic cables

Computer

Phone Line Wall Jack

—_—
>1000ft. (300m)

Phone Line
Splitter

—
<1000ft. (300m

FTTN

IETTC

IFTTB

PC  STRAIGHT-THRU  HUB PC CROSSOVER PC
T 1K 11 m=o1e 1 o 1 TEDT+
01, 2 Oe— F TH [ 2 2 THD-
F D2 4 30 — 13 F=Dz2+ 3 3 F= D2 +
BIDF 4 e— Fl 7 4 =4 BID3-
DI g = 5 803§ g i
R<D2-  § EE—— § FDZ . 6 g F<D2-
BiDd- T = 17 BlDes T ) 7 BlID4s
Bl § oeeeeeee—F 004 8 =g FED-
[4.3 kHz) 255 carrier frequencies x 4.3215 KHz

(. I
Downstream ADSLZ: up to 2.2MHz

4kHz 20 kHz

Upstream

plastic jacket

Outer
Jacket

Overall Pair 2 .
Shield  Shields ~|Wisted Pair

dielectric insulato

metallic shield

centre core

CO-AXIAL CABLE TWISTED PAIR CABLE

wwaw. explainthalstuff.com
Total internal reflection

Cladding has lower
refractive index




Smerovanie

- Vyber najvhodnejsej trasy pre paket zo zdroja do ciela
« Smerovacie tabulky routera urcia adresu dalSieho hopu
 Routre sa informuju o spojeniach - graf

e 192.168.10.0/24

Routing schemes

O 0

o
i

L

Unicast
Dfﬁc.
. D

o O

Broadcast

Y
e

" ©
IPv4

Multicast

IPv6

Geocast
0 00 4
0. 2

v g

g ol PLH




Smerovacie tabulky

Ciel: 192.168.1.1

Destination
10.0.1.0/24
192.168.2.0/24
172.16.0.0/16
10.4.0.0/22
192.168.0.0/24
192.168.1.0/25
0.0.0.0/0

Next Hop (Gateway)
10.0.0.
10.0.8.
172.16.
10.0.0.
10.0.0.
10.0.8.
172.16.

00001010.
11000000.
10101100.
00001010.
11000000.
11000000.
Default Gateway

— e e e e ) )
° °

11000000.10101000

00000000 .
10101000.
00010000 .

00000100
10101000

.00000001.00000001

00000000 .00000001
00000010.00000000
00000000 .00000000

.00000000.00000000
.00000000.00000000
10101000.

00000001.00000000

172.16.0.0/16
0.0.0.0/0

192,168.2.0/24
192.168.1.0/24

10.0.1.0/24
10.4.0.0/22
192.168.0.0/24

Kernel IP routing table
Destination Gateway
default 192.168.100.1

192.168.100.0  *
192.168.100.0  *

Genmask
0.0.0.0
255.255.255.0
255.255.255.0

100
600

Flags Metric Ref Use Iface
UG 100

0 0 etho
0 0 etho
0 0 wlano




Smerovanie paketov

Application
generates traffic

Sends packet
to socket

Sends packet to
transport layer

Sends packet to
network layer

Imer nally

Sends packet to
transport layer

Sends packet
to socket

Puts packet in
application buffer

Forward

Facket arrives
at device

Parket
for host?

Yes

Sends packet to
network |ayer

Na

Na

Drops packet

packet?

Network Layer
(IP)

Exm\

Looks up route
to destination

Sends packet
1o device

Transmits packet

Drops packet

_ N Database
y Logbip
[ :
Aedurn |— Insiall in

Cache
eniry




Nastroj traceroute

traceroute to slovensko.sk (195.49.191.194), 30 hops max, 60 byte packets

OO0k~ wWN =

fw.ghubba.edu.sk (10.0.0.1) ©0.186 ms
193.87.105.225 (193.87.105.225) 0.521 ms
Govnet-gwl.six.sk (192.108.148.185) 0.892 ms http://www.bgplookingglass.com/

195.49.191.194 (195.49.191.194) 0.792 ms http://www.six.sk/index.php?page=looking_g]
195.49.191.194 (195.49.191.194) 1.382 ms http://www.cogentco.com/en/network/looking-
195.49.191.194 (195.49.191.194) 1.822 ms https://1g.telia.net/

traceroute to wikipedia.org (91.198.174.192), 30 hops max, 60 byte packets

OOoONOOUIT A~ WN —

10
11
12

192.168.100.1 (192.168.100.1) 2.334 ms
95-105-153-1.dynamic.orange.sk (95.105.153.1)
192.168.100.165 (192.168.100.165) 5.785 ms
213-151-196-2.static.orange.sk (213.151.196.2) 7.692 ms
213-151-198-238.static.orange.sk (213.151.198.238) 9.226 ms
brat-b1-1link.telia.net (213.248.69.53) 8.524 ms
win-bb2-1link.telia.net (62.115.119.188) 15.709 ms
hbg-bb4-1ink.telia.net (62.115.119.50) 34.455 ms
adm-bb4-link.telia.net (80.91.246.200) 41.648 ms
adm-b3-link.telia.net (62.115.122.191) 36.059 ms
wikimedia-ic-316335-adm-b3.c.telia.net (62.115.145.25) 43.564 ms
text-1lb.esams.wikimedia.org (91.198.174.192) 34.388 ms

traceroute to www.reddit.com (151.101.113.140), 30 hops max, 60 byte packets

—_— )

—_ O WO dO

be4166.ccr21.bts01.atlas.cogentco.com (149.6.26.45) 11.149 ms
be2988.ccr51.viedl1.atlas.cogentco.com (154.54.59.86) 6.766 ms
be2974.ccr21.muc@3.atlas.cogentco.com (154.54.58.5) 13.731 ms
be2959.ccr41.fra03.atlas.cogentco.com (154.54.36.53) 20.053 ms
fastly.demarc.cogentco.com (149.6.43.134) 18.672 ms
151.101.113.140 (151.101.113.140) 18.529 ms


http://www.bgplookingglass.com/
http://www.six.sk/index.php?page=looking_glass&city=ba
http://www.cogentco.com/en/network/looking-glass
https://lg.telia.net/

192.168.1.204#53100 93.184.216.34#80

client.py -—

import socket

server = "93.184.216.34" # "example.org" / "127.0.0.1"
port = 80 # 1234
message = ("GET / HTTP/1.1\r\n"

"Host: {}\r\n"

"Connection: close\r\n\r\n")

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((server, port))
s.sendall(bytes(message.format(server), 'utf8'))

while True:
data = s.recv(512)
if not data: break
print(str(data, 'utf8'))

. s.close()



server.py

import socket
from datetime import datetime

host = ''
port = 1234
response = ("HTTP/1.1 200 OK\n"
"Server: My-Simple-Server\n"
"Date: {}\n"
"Content-Type: Content-Type: text/html; charset=utf-8\n"
"Content-Length: {}\n"
"Connection: close\n\n")

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind((Chost, port))
s.listen(3)

— while True:

client, address = s.accept()
print("Connected by: {}".format(address))
data = client.recv(512)

time = datetime.utcnow().strftime("%a, %d %b %Y %H:%M:%S GMT")
html = open('index.html', 'r').read()
b = len(bytesChtml, 'utf8'))

client.send(bytes(response.format(time, b) + html, 'utf8'))
client.close()
s.close()




Dakujem za pozornost

“The biggest communication problem is
we do not listen to understand.
We listen to reply.”

— Stephen R. Covey
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